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1. Introduction

This leaflet provides brief general information in relation to personal
data, sensitive personal data, obtaining data, using data and
disclosing data.

There is also a summary chart at the end of the leaflet setting out
the main responsibilities of organisations in relation to personal
data.

For more comprehensive information, please refer to the Data
Protection Guide for the Youth Justice Sector.

2. Personal Data
2.1 What is personal data?

Personal data covers any information that relates to an
identifiable, living individual. However, it needs to be borne
in mind that data may become personal from information that
could come into the possession of an organisation. There are
different ways in which an individual can be considered
‘identifiable’. A person’s full hame is an obvious identifier.
But a person can also be identifiable from other information,
including a combination of identification elements such as
physical characteristics, pseudonyms, occupation, address
etc. Often a case by case assessment must be made taking
account of some of the above considerations as to whether
data could be deemed to be personal.

'Personal data' is technology neutral. It does not matter
how the personal data is stored - on paper, on an IT system,
on a CCTV system, etc.

2.2 What is meant by sensitive personal data?

Sensitive personal data covers any personal data relating to a
person's racial or ethnic origin, political opinion or religious or
other beliefs, physical or mental health, sexual life, criminal
convictions or the alleged commission of an offence and trade
union membership.
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Additional conditions are required to be met when using such
data. Usually this will be the clear consent of the person about
whom the data relates.

3. Obtaining data

3.1 What must be done by an employee of an
organisation when obtaining personal data?

The employee must:
e be open and honest about their identity;
¢ have genuine reasons for collecting and using the personal
data, i.e. identify the purpose;
e explain how they intend to use any personal data they
collect including disclosures to other organisations;
e collect only personal data necessary for the purpose.

3.2 What must take place where a disclosure to other
organisations is envisaged?

Individuals should be able to choose whether or not their
personal data is disclosed to others. If the personal data is
going to be disclosed, the individual must be informed that
their data will be disclosed and given the opportunity to
consent to such disclosures.

There are some limited situations where data can be provided
to other organisations without the individual's consent (see 5.2
below).

4. Using Data

4.1 What must be done to ensure fair use of data?

Fairness requires the collection and use of personal data to be
open, transparent and up-front. The first step is to ensure that
the individual is not deceived or misled when the information is
obtained. Secondly, the individual's personal data should not
be used in ways that they would not reasonably expect.

YJ Information Leaflet (January 2011) 4



4.2 Why must the purpose (or purposes) for which
personal data is to be used be specified?

The purpose or purposes for holding personal data must be
clear to ensure that the data is used in a way that is
compatible with that purpose. Specifying the purpose at the
outset will help in deciding what information to give individuals
to ensure fair use of the data.

Personal data cannot be held unless it is for a specific, lawful
and clearly stated purpose.

4.3 Once personal data has been obtained for a
specified purpose, can it be used for other
purposes?

There is a limitation on the use in that the personal data must
not be used for any purpose that is incompatible with the
original purpose or purposes.

5. Disclosure to Others

5.1 Is disclosure of personal data to other
organisations permitted?

It is important to remember personal data may not be
disclosed except in ways that are compatible with the specified
purpose for which the data was obtained. In making a
disclosure, it should be considered whether the individual
would be surprised to learn that a particular disclosure is taking
place.

Generally, it is not permitted to make a disclosure to another
organisation unless the individual has been informed of the
disclosure and has consented. However, there are a nhumber of
exceptions that allow disclosure in certain limited
circumstances (see 5.2).

A decision to share personal data with another organisation
does not take away the duty to treat individuals fairly.
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5.2 Under what circumstances can personal data be
disclosed to another organisation without the
consent of the individual?

These exceptions are where the disclosure is required:

e for the purpose of safeguarding the security of the State;

o for the purpose of preventing, detecting or investigating
offences, apprehending or prosecuting offenders or
assessing or collecting any tax, duty or other moneys
owed or payable to the State, a local authority or a health
board;

e in the interests of protecting the international relations of
the State,

e urgently to prevent injury or other damage to the health of
a person or serious loss of or damage to property;

e by or under any enactment or by a rule of law or order of
a court;

e for the purposes of obtaining legal advice or for the
purposes of, or in the course of, legal proceedings in which
the person making the disclosure is a party or a witness.

5.3 What is the distinction between the sharing of
personal information in the 'best interests' and
'vital interests'?

There is a difference between the sharing of information to
protect a child (in their vital interests) and the sharing of
personal information without consent where an organisation
deems it to be in their ‘best interests’.

It is important to note that sharing in someone's 'best
interests' where their consent has not been given would need
a specific legal basis which, does not currently exist.

6. Additional information

6.1 Where can more detailed information in relation
to data protection in the youth justice sector be
obtained?

A Guide to Data Protection for the youth justice sector which

deals with issues in greater detail is available on the Irish
Youth Justice website at www.iyjs.ie.
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7. Summary chart of responsibilities

Main Responsibilities

of Organisations
( Rme’jr;')?'::;;t:]:g':)rgrcs?ns' o ) ( Rule 2: Keep data in accordance with a clear purpose
»why you want the inform;ation «Be clear about the purpose(s) for which the information is being kept
>what you will do with it +The purpose must be specific, explicit and lawful
» } " . *Process the data in a manner compatible with the purpose
who will you disclose it to
«Use in a manner consistent with consent or with
\ permitted conditions contained in the Acts (see section 3.1 of Guide) / \
4 Rule 3: Use and Disclose only if compatible with stated purpose h 4 Rule 4: Keep data safe and secure
+General rule: no disclosure for a different purpose +Protect the confidentiality of personal data
+Permitted exceptions contained in section 8 +Security measures must be appropriate
+*Best interests” does not dispense with consent and is not «Transmit data in a safe and secure manner

a legal basis for use/disclosure

Rule 5: Keep data accurate, complete and up-to-date Rule 6: Ensure data is adequate, relevant and not excessive
«Check the data for accuracy *Ensure good reason to ask for sensitive or personal data
+*Know how much data is time-sensitive and requires updating *No right to ask for, or hold, information not relevant
+Ensure steps are in place to keep databases up-to-date to the service being provided
+An individual has the right to have errors rectified *Do not seek information “just in case” a use can be found for it
- J -
/ Rule 7: Retain data for no longer than necessary \ /
+Personal data should not be held any longer than necessary Rule 8: Respond to access requests
for the identified purpose +Applies to all manual and electronic records in existence at
«Establish a retention policy the time of the receipt of an access request
detailing retention periods «Clear procedures must be in place for dealing with requests
IAdhere to retention policy so that data is deleted/destroyed at the appropriate tim *Must respond to request within 40 days

. J N
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